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UNIT III.
Data Link Layer (LLC and MAC sub layer)
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1.Functions of data link layer

� Data link layer is responsible for hop-to-hop 
communication.

� It is also responsible for;
1. Framing
2. Addressing(MAC)
3. Flow control
4. Error control
5. Media access control
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Data link layer
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Data link layer
continued…
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Ethernet topology
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Ethernet topology
continued…
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Limitation of distance

� Segment – limited to 500 m
� Two repeaters between any two stations at most
� Transceiver cable
� – limited to 50 m
� Distance between any two stations 2500 m
� Round trip time of the signal between two stations –

limited to 45 � s



P D Khandekar, VIIT 9

Access method
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Transmission
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Algorithm
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Collision resolution
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CSMA/CD timing diagram
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CSMA/CD timing diagram
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Retransmission interval

� Synchronous transmission– receiving station locks on 10 
MHz ( T=0.1ms)– preamble

Jam, 32 bits

(4byte CRC+
46 byte data+

2byte protocol+
6byte destn+
6byte source)
X 8 bits = 512
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1.1 Framing 
Ethernet Packet Structure 

•14 byte header
•2 addresses
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Ethernet physical level frame
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Frame format 802.3

SNAP (Subnet Access 
Protocol) used in 
bridge management  
(any length of data: 0 -
1492)
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MAC addressing
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1.2 Error control

� Data can be corrupted during transmission. Some 
applications require that errors be detected and 
corrected.

� Error could be- single bit or burst (2 or more bits).
� The central concept in detecting and correcting 

errors is redundancy i.e. extra (redundant) bits are 
sent with data.

� Redundancy is achieved through various coding 
schemes 
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CRC encoder and decoder

� In cyclic code, a code word is cyclically shifted, the 
result is another code word.

� CRC (7,4) encoder:
1. The dataword (4bits), the code word (7bits)
2. Dataword is augmented by adding (n-k) i.e.3bits to 

RHS.
3. The n-bit result is fed into the generator.
4. The generator uses a divisor of size (n-k+1) i.e. 4 bits.
5. The generator divides the augmented dataword by the 

divisor.
6. The quotient is discarded and remainder is appended to 

the dataword to create the codeword.
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CRC encoder and decoder

� CRC (7,4) decoder:
1. The A copy of the possibly corrupted codeowrd is fed to 

the checker which is replica of the generator. 
2. The remainder produced by the checker is a syndrome  

(3bits), which is fed to a decision logic analyzer.
3. If the syndrome bits are all Os then the 4 leftmost bits of 

the codeword are accepted as the dataword



P D Khandekar, VIIT 23

Polynomial & checksum

� Cyclic codes are sometimes represented by polynomials.
� 1000011 is represented by x6 + x + 1.
� CRC division can be done using polynomials

� Checksum:-
� Not used at data link layer.( used in UDP)
� In addition to sending the numbers, the sum of this nos

is also sent.
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1.3 Flow control

� The receiver has check and process incoming data so 
it’s rate is lower than rate of transmission.

� Receiving device has a block of memory called as buffer.
� It tells the sender how much data it can transmit before it 

must wait fro an acknowledgement form the receiver.

Protocols

Noiseless 
channels

Noisy 
channels

Simplest

Stop-and -wait

Stop-and –wait ARQ

Go back-N ARQ

Selective repeat ARQ
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2.1 Simplest protocol

� It does not have flow and error control.
� Unidirectional-data frames travel in only one direction.
� It is assumed that the receiver can handle any frames it 

receives. Hence no flow control. 

Get data

Send framePhysical

Data link

Network Deliver 
data

Receive 
frame
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2.1 Simplest protocol
Algorithm

1. While (true)
2. { 
3. WaitForEvent();
4. If(Event(RequestToSend))
5. {
6. GetData();
7. MakeFrame();
8. SendFrame();
9. } 
10. }

1. While (true)
2. { 
3. WaitForEvent();
4. If(Event(ArrivalNotification))
5. {
6. ReceiveFrame();
7. ExtractData();
8. DeliverData();
9. } 
10. }

Sender-site Receiver-site
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2.2 Stop-and Wait protocol

� To prevent the receiver from becoming overwhelmed 
with frames, there must be feedback from receiver to 
sender.

� In stop-and-wait protocol, sender sends one frame, stops 
until it receives confirmation from the receiver and then 
sends the next frame..

� Unidirectional
� Adds flow control but no error control
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2.2 Stop-and Wait protocol

Get data

Physical

Data link

Network Deliver 
data

Receive 
frame

Data

Send 
ACK 
frame

Send 
frame

Receive  
ACK 
frame

ACK
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2.3 Stop-and-wait Automatic 
Repeat Request (for noisy channels)

� Adds error control mechanism to stop-and-wait protocol.
� It adds redundant bits (CRC) to detect and discard 

corrupted frames.
� To handle lost frames, frames are given numbers..
� Error correction in stop-and-wait is done by keeping a 

copy of the sent frame and re-transmitting the frame 
when the timer expires.

� Since acknowledge frame can also be corrupted and 
lost, it also needs redundancy bits and sequence 
number.
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Stop-and wait ARQ protocol

Get data

Physical

Data link

Network Deliver 
data

Receive 
frame

Data

Send 
ACK 
frame

Send 
frame

Receive  
ACK 
frame

ACK

Seq No
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Sender site algorithm for
stop-and-wait ARQ

1. Sn=0 //Frame ) should be sent first
2. canSend = True   // Allow the first request to go
3. While (true)
4. {
5. WaitForEvent();
6. If (Event(RequestToSend) AND canSend)
7. {
8. GetData();
9. MakeFrame(Sn);
10. StoreFrame(Sn);
11. SenFrame(Sn);
12. StartTimer();
13. Sn = Sn +1;
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Sender site algorithm for
stop-and-wait ARQ

14. canSend = false
15. }
16. WaitForEvent();
17. If (Event(ArrivalNotification) // An acknowledgement has arrived
18. {ReceiveFrame(ackno);  //Receive acknowledgement frame
19. If( not corrupted AND ackNo==Sn);  // valid ACK
20. {StopTimer();
21. PurgeFrame();
22. canSend = True; //copy is not needed
23. }
24. If (Event (Timeout) //The Timer expired
25. {StartTimer();
26. ResendFrame(Sn-1); }
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Flow diagram of stop-and wait 
ARQ

Frame00              Request
Sn

0  1            Arrival
RnStart

ACK1
0  1            

Sn
ArrivalStop

Frame10  1             Request
Sn

Start

Time-out RnTimeout 
Sn

Frame 1
0  1              

0  1  0           Arrival

ACK0
0  1  0            

Sn
ArrivalStop

Similarly, if sender does not receive the acknowledgement 
within stipulated time , the frame is retransmitted 

Sender Receiver



P D Khandekar, VIIT 34

3.1 HDLC
High-level data link control

� It is a bit-oriented protocol for communication over point-
to-point and multipoint links.

� It implements ARQ
� HDLC provides two common transfer modes; normal 

response mode (NRM, one station primary) and 
asynchronous balanced mode (ABM, each station can 
function as a primary and a secondary).

commandcommand

responseresponse

Com/respCom/resp

Com/respCom/resp

NRM ABM
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3.1 HDLC Frames

� HDLC defines three types of frames
� Information (I) frames:- used to transport user data and 

control information relating to user data.
� Supervisory (S) frames:- used only to transport control 

information.
� Unnumbered (U) frames:- reserved for system 

management (managing the link itself)
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3.1 HDLC frames

Flag Address Control FCS Flag

Flag Address Control FCSUser information Flag

Flag Address Control FCS FlagMgmt information

I - frame

S - frame

U - frame



P D Khandekar, VIIT 37

3.1 HDLC frame fields

� Flag field:-It contains 8 bit sequence, 01111110 to 
identify the start and end of the frame for 
synchronization

� Address field:-
1. If a primary station has created the frame, it contains to

address. If f a secondary creates the frame, it contains 
a from address.

2. Address field can be 1byte or several bytes long.
3. If the address is more than 1 byte long, all bytes but 

the last one will end with 0; only the last byte will end 
with 1. (This is for receiver to understand that there are 
more bytes to come).
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3.1 HDLC frame fields

� Control field:-used for flow and error control.
� Control field for I frame:-

1. I frames carry user data from the network layer. If the 
first bit is 0 it means that it is I frame.

2. The next 3 bits [N(S)] define the sequence no of the 
frame.

3. The last 3 bits [N( R)] define the acknowledgement no.
4. The bit between [N(S)]  and [N( R)]  is called the P/F bit. 

When it is set to 1 it means poll or final. ( poll means frame 
sent by primary and final means frame sent by secondary)

0 P/F

N(S) N(R)
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3.1 HDLC frame fields

� Control field for S frame:-

1. S frames do not have information fields. 
2. If the first 2 bits is 10, it means that it is S frame.
3. The next 2 bits [code] define the type of the S frame.

1. 00 (Receive ready): acknowledges the receipt of frame 
2. 10 ( Receive not ready): acknowledges the receipt of frame and 

announce that the receiver cannot receive more frames
3. 01 ( Reject): Not acknowledge frame
4. 11 ( Selective reject): It tells selective repeat.

4. The last 3 bits [N( R)] define the acknowledgement no.

1 0 P/F

Code N(R)
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3.1 HDLC frame fields

� Control field for U frame:-

1 0 P/F

Code Code

Set initialization or request info modeRIMSIM10 000

Unnumbered acknowledgementUA00 110

Set asynch balanced or disconnect modeDMSABM11 100

Set normal response modeSNRM00 001

MeaningResponseCommandCode
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3.2 Point-to-point protocol
PPP

� Internet users who get connected to Internet, use PPP.
� PPP is a byte oriented protocol
� Services of PPP:-

1. Defines the format of the frame.
2. Defines how two devices can negotiate the establishment of the 

link and exchange data.
3. Defines how network layer data are encapsulated in the data 

link frame.
4. Defines how two devices authenticate each other..
5. PPP supports a variety of network layer protocols.
6. PPP provides connections over multiple links.
7. PPP provides network address configuration. Home user needs 

temporary network address to connect to the Internet.
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3.2 PPP frame format

� Flag:- 1byte long, 01111110.
� Address:- broadcast 11111111.
� Control:- constant =11000000 imitating unnumbered 

frames in HDLC. PPP does not provide flow control.
� Protocol:- defines what is being carried in the data field.
� Payload:- data size with the default of 1500 bytes.

� Byte stuffing:- Whenever 01111110 (flaglike) pattern appears in 
data, the escape byte 01111101 is stuffed to tell the receiver that 
the next byte is not flag.

� Frame Check Sequence (FCS):- 2 or 4 byte CRC.
� Error control in PPP is limited to error detection

FCSPayload FlagFlag Address Control Protocol

1 byte 1 byte 1 byte 1/2 byte Variable 2/4 byte 1 byte
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3.2 PPP transition phases

� Dead: The link is not being used, no active carrier.
� Establish:- When one node starts communication.
� Authenticate:-two nodes may send authentication 

packets.
� Network:- Negotiation for the network layer protocol 

takes place.
� Open:- The data transfer takes place.
� Terminate:- Several packets are exchanged for house 

cleaning and closing the link. 
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3.2 PPP transition phases

DeadDead EstablishEstablish
Carrier 

detected

Options agreed 
by both sides

AuthenticateAuthenticate

Authentication 
successful

NetworkNetwork

Authentication 
not neededFailedTerminateTerminate

Network 
layer config

OpenOpen

Done

Carrier 
dropped
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3.2 PPP transition phases

Phase Description

DOWN
In this phase, PPP is down. This message is seen after the link and PPP are completely 
brought down:

ESTABLISH
ING

PPP transitions to this phase when it receives an indication that the physical layer is up and 
ready to be used. LCP1 negotiation occurs in this phase. 

AUTHENTI
CATING

If PPP authentication (CHAP2 or PAP3) is desired on the link, then PPP transitions to this 
phase. Keep in mind that PPP authentication is optional. 

UP
Once authentication is complete, PPP transitions to the UP phase. NCP4 negotiation occurs in 
this phase. 

TERMINATI
NG

In this phase, PPP shuts down. 
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3.2 Multiplexing in PPP

� PPP uses 3 sets of protocols.
1. Link control protocol (LCP)- establish the link
2. Authentication protocol (AP)- authenticate
3. Network control protocol (NCP)-carry the network layer data.

� At any moment, PPP can carry data from one of these 
protocols in its data field.

FCSPayload FlagFlag Address Control Protocol

1 byte 1 byte 1 byte 1/2 byte Variable 2/4 byte 1 byte

OSI CP
IPCP

CHAP
PAP

NCP

AP
LCP

Data Network

Data link
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3.2 PPP transition with 
multiplexing protocols
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3.2 Link control protocol-LCP

� All LCP packets are carried in payload of the PPP frame 
with the protocol filed set to C021.

� Code field defines the type of LCP packet.
� ID field holds a value that matches a request with a reply
� Length field defines the length of the entire LCP packet.

FCSPayload FlagFlag Address Control 0xC021

1 byte 1 byte 1 byte 1/2 byte Variable 2/4 byte 1 byte

Code ID Length InformationLPC packet
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3.2 Password authentication 
protocol-PAP

FCSPayload FlagFlag Address Control 0xC023

1 byte 1 byte 1 byte 1/2 byte Variable 2/4 byte 1 byte

Authenticate-nak Code:3 ID Length
Message

length
User name

Authenticate-ack Code:3 ID Length
Message

length
User name

Authenticate-req Code:3 ID Length
User name

length
User name

Password
length

Password
1 1 2 1 Variable 1 Variable

Authenticate reqAuthenticate req

Authenticate ack or nakAuthenticate ack or nak

� � � �� � � � � � 	
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3.2 Internet Protocol Control 
Protocol (IPCP)

� It is a NCP protocol.
� This protocol configures the link used to carry IP packets 

in the Internet.
� IPCP defines seven packets, distinguished by their code 

values.

FCSPayload FlagFlag Address Control 0x8021

1 byte 1 byte 1 byte 1/2 byte Variable 2/4 byte 1 byte

Code ID Length IPCP InformationIPCP packet
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5.1 CSMA/CD 
What is multiple access?

� When nodes are connected and use a common link, a 
multiple access protocol is needed to coordinate access 
to the link.

� In random access or contention methods, no station is 
superior and none is assigned the control over another.

� There is no scheduled time for a station to transmit. 
Transmission is random among the stations.

� No rules specify which station should send next.
� If more than one station tries to send, there is collision.
� E.g. ALOHA, CSMA/CD, CSMA/CA
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5.1 CSMA
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7.1 Connecting devices
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7.1 Connecting devices
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A repeater connects segments of a 
LAN.

NoteNote::

7.1 Connecting devices
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A repeater forwards every frame; it 
has no filtering capability. 

NoteNote::

7.1 Connecting devices
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A repeater is a regenerator, 
not an amplifier.

NoteNote::

7.1 Connecting devices
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7.1 Connecting devices
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7.1 Connecting devices



P D Khandekar, VIIT 60

A bridge has a table used in filtering 
decisions.

NoteNote::

7.1 Connecting devices
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7.1 Connecting devices
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A bridge does not change the physical 
(MAC) addresses in a frame.

NoteNote::

7.1 Connecting devices
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7.1 Learning bridge
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7.1 Transparent bridge

� Stations are completely unaware of the bridge’s 
existence.

� If a bridge is added or deleted , reconfiguration of the 
station is not necessary.
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7.1 Br idge Loop problem
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LAN can be reached from any other LAN 
through one path only

7.1 Br idge Loop problem
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7.1 Br idge Loop problem-
Applying spanning tree
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7.1 Br idge Loop problem-
Applying spanning tree



P D Khandekar, VIIT 69

7.2   Backbone Networks7.2   Backbone Networks

Bus Backbone

Star Backbone

Connecting Remote LANs
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In a bus backbone, the topology of the 
backbone is a bus.

NoteNote::
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7.2   Bus7.2   Bus--BackboneBackbone
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In a star backbone, the topology of the 
backbone is a star; the backbone is 

just one switch. 

NoteNote::
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7.2   Star7.2   Star--BackboneBackbone
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7.3   Connecting remote LAN7.3   Connecting remote LAN


